
Our top tips to help you  
keep your money safe

Fearful of 
Financial Fraud?



4. Courier documents 
Always be very wary of any deal in which you need to 
sign documents delivered by courier. It’s a common 
tactic, particularly with pension scams (see above) in 
which people are conned into signing away their cash 
to overseas investments. Documents arrive by courier 
to be signed, and people fail to notice they’re signing 
documents making them Director of their own limited 
company – which will then mean they can be sued for 
tax evasion as well as losing all their pension money. 
DO – Contact the Pensions Advisory Service on  
0300 123 1047, if you’re unsure of a deal you’re  
being offered.
DON’T – be pressured into signing any documents 
which have arrived by courier. 

5. Hacked account 
Unexpected phone calls are always something to watch 
out for, in particular those claiming your bank account 
has been hacked and you must quickly move your 
money to avoid criminals taking any more. 
DO – check the FCA website for names of known 
scammers. 
DON’T – give personal financial information over the 
phone to people you don’t know. And NEVER transfer 
funds to an account suggested over the phone or by 
e-mail. 

6. Email scams 
Beware of emails in your inbox offering any financial 
deals, in particular those with attachments. Opening 
these can often result in your computer being hacked. 
DO – watch out for emails claiming to be from reputable 
organisations whose names have been subtly changed: 
e.g. the Royal Mail Group is not the Royal Mail. 
DON’T – open email attachments when you don’t know 
the identity of the sender. A good rule is to ignore any 
e-mails you’re not expecting. 

1. An unmissable investment 
opportunity 
Often linked to new tech companies, these are billed 
as a “chance of a lifetime” to put your money into the 
next big thing in computer science, or mobile phone 
technology, or communications, or whatever it might be. 
DO – be very wary of any investment that requires you 
to “sign up before it’s too late”.
DON’T – invest in an area where you have no 
knowledge, without advice from an expert.

2. Unlock your pension before age 55 
Since April 2015, when the government introduced 
sweeping reforms, pension scams have massively 
increased. One of the most popular are criminals 
claiming to have found a loophole whereby you can 
access your money under the age of 55. 
DO – know that if you’re under 55, there are only rare 
circumstances in which you can get at your pension 
money, such as if you’re very ill. 
DON’T – assume taking your pension early is your best 
course of action. It can result in heavy tax charges and 
erode your long-term financial wellbeing.

3. “One-off” pension investments  
As detailed above, pension scams are a big area to be 
wary of. In particular, watch out for any calls out of the 
blue putting you under time-pressure to transfer your 
pension to a new plan, into exciting investments offering 
big returns. Also don’t be fooled by anyone claiming 
to know of ways you can get more than 25% of your 
pension tax-free, as this is usually not possible. 
DO – check that any firm calling you is authorised and 
registered with the Financial Conduct Authority (FCA).
DON’T – be rushed into any decisions. 

7. “Vishing” 
A new type of scam in which the victim is called by 
someone claiming to be from their bank or police, 
informing them their card details have been stolen. 
The victim is then advised to call their bank but the 
caller keeps the line open and pretends to be the bank 
representative, waiting for security information or funds 
to be transferred. 
DO – hang up the phone, but BEFORE you call your 
bank back, call someone you know. If the person you 
expect to answer does so, then it’s safe to call your 
bank (or the Police). BUT, verify their phone number 
independently before you do call back. 
DON’T – hand over your card details. Neither your bank 
nor the Police would ask for them.

8. Software malfunction 
In this type of scam, the victim is called by someone 
claiming to be from a computer company and informing 
them of software problems which will be fixed by 
updating. The victim then gives passwords over 
the phone which enables scammers to control their 
computer remotely, asking for cash to update software 
and deleting files. 
DO – put the phone down to any calls about your 
computer. 
DON’T – give unknown callers your card details or 
computer passwords. 

9. Friend’s investments 
OK, so this one is very much down to you. But 
our advice is to be very wary of investing money 
in companies belonging to acquaintances offering 
attractive returns that seem too good to be true. 
DO – ask for expert advice before investing your money 
into schemes you know little about. 
DON’T – ever feel pressured into putting your cash into 
projects run by people you don’t really know. It’s not 
up to you to listen to hard-luck stories or ensure the 
success of any schemes you’re not really involved with. 

10. Fake financial advisers 
Callers who ring up their victims and claim to have all 
sorts of professional credentials – such as chartered 
financial planner status or independent financial adviser 
qualifications - can easily fool people into parting with 
their money. This is particularly prevalent with pension 
scams (see above). 
DO – be very wary of anyone who won’t give you the 
name of the firm they’re calling from and say they can’t 
be called back. 
DON’T– be afraid to hang up on cold-callers.

These deals very often don’t turn out to be good investments, or even worse turn bad as soon as someone has 
signed on the dotted line or, made the mistake of uttering their financial details down a phone line.

At Midland Financial Solutions, it’s heart breaking to see the results of these fraudsters and unfortunately, it’s 
something that we see in the media all too often. 

To help you protect your money and to support your healthy financial future, we’ve 
compiled a list of the frauds that we see most regularly and give you some tips on how 
to avoid them: -

Unexpected phone calls are 
always something to watch out for.

Be very wary of anyone who won’t give you 
the name of the firm they’re calling from and 

say they can’t be called back.



Useful Sites;
• www.fca.org.ukconsumers/scams/how-to-avoid-scams; http://scamsmart.fca.org.uk/; 
• www.pensionwise.gov.uk
• www.thepensionsregulator.gov.uk/pension-scams.aspx 

You can find an independent financial adviser in the UK on www.unbiased.co.uk 

If in any doubt, don’t hesitate to contact Midland 
Financial Solutions’ Director and Chartered Financial 
Planner, Kevin Edwards to receive some independent, 
financial advice on: 01332 345 370,  
kevin@midlanfinancialsolutions.co.uk or visit  
www.midlandfinancialsolutions.co.uk


